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Background

• The digital transformation (DX) of society as a whole is accelerating with the outbreak of 

COVID-19. As the cyber and the physical spaces are converting, the society is moving to 

the "Digital Society" where various activities are carried out.

• However, various issues have surfaced. It is necessary to search for a 3rd way that is 

neither "Dependence on a handful of giant companies", nor "Surveillance society".

• Under these circumstances, on Internet and the Web that has developed as an 

infrastructure of the digital society, most data management, including identity 

management, depends on the respective service such as platform operators. 

Information is siloed and possibility of verifying from outside is low. "There is no 

option but to trust" is the situation.

• In response to the proposal of the "Report on the Medium-Term Vision on Competition in 

the Digital Market" released in June 2020, with a view to realizing DFFT, the "Trusted Web 

Promotion Council" was launched in October 2020. Based on the results of the 

examination conducted so far, the council has issued a first whitepaper in April which has 

been compiled as the starting point for cooperating and collaborating with various 

parties inside and outside the country in the future.

3



© 2021- Kuwadate, Inc.

Current issues and their causes

• Possible pain points of the Internet and the Web

– Concerns about data being exchange such as 

fake news and false device control data

– Privacy risk due to aggregation and 

consolidation of data including biological 

information

– Balance between privacy and public interest 

that is discussed due to the outbreak of 

COVID-19 etc.

– Many of wasted industrial data in silo

– Concerns about sustainability of the 

ecosystem due to the winner-take-it-all 

approach etc.

– Dysfunction of governance due to social 

norms applicable when conducting social 

activities
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Current issues and their causes

• What causes Pain?
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Lack of control access to data
Grumble of

consensus building

Difficulty to verify

reliability of information

Embarrassed governance

by/for multi-stakeholders 

Limitation of technologies

to ensure trust avoiding SPOF
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Current issues and their causes

• What relieves Pain?
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Direction that the Trusted Web should take

• Purpose

– Build the mechanism of trust for various social 

activities in the digital society, and create new 

values by diverse entities.

• Mechanism of Trust:

Without replying on a specific service,

– By making it possible to control the data   

disclosed to the other party,

– and while incorporating the mechanism of 

consensus building in data exchange, 

– expanding the areas that can be verified, and 

reducing the areas that had to be trusted without 

checking the facts so far, thereby increasing the 

Trust (the degree to which one believes that the 

other party behaves as expected).

• Approach

– Overlay approach where good points of the 

Internet and the Web are leveraged and functions 

are added on the top
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Verifiab le

事実を確認

せずに信頼

現在のインターネット︓
検証できる部分が⼩さく、
相⼿を⼤きく信頼しないと
意思決定できない。

ブロックチェーンなど︓
検証できる部分が⼤きく、
相⼿を信頼する要素が少ない。
（ 暗号アルゴリズムの信頼性
など、信頼するところはある）

⽬指すところ︓
ある程度検証できる部分を担保
しながら、継続性や、相互運⽤性、
更改容易性を充⾜する仕組み
→「Tru st」を⾼める

仕組みによりVerifiab le(検証可能)な部分が変わる

Don 't trust, Verify

*ただし、この⽅式はトレードオフが発⽣するた
め、全ての領域でできるわけではない。
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Principles in design and operation
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• Specific direction

• Principles in design and operation

Sender of Data Receiver of Data

Scheme of

exchanging data

Stakeholders

involved

Supporting mechanism

1. Sustainable ecosystem

2. Governance by multi-stakeholder

3. Openness and transparency

User’s standpoint

4. Control by data entity

5. Universality

6. User Viewpoint

System’s standpoint

7. Continuity

8. Flexibility

9. Interoperability

10. Ease of upgrade and Scalability
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Possible Architecture
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Economic values expected to be created by the Trusted 
Web
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• Expected economic values

• Example of use case analysis

"Application layer"
• Reliable information becomes more valuable 

• Once it becomes possible to verify the attributes of the other party, consensus building between 

unrelated parties becomes easier, enabling collaboration that was previously difficult

• Value creation in synchronization with data flow and value flow

"Middle layer"
• Digital value creation by participating in a chain of trust and by institution etc. giving 

“endorsement"

"Infrastructure layer"
• Provision of services through venture companies by unbundling four functions of Trusted Web 

• Distribution of content media

• Proof of test results when traveling during the outbreak of infectious diseases

• Proof of human resources qualifications

• Understanding the value in the life cycle of vehicles, etc.
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Road to implementation (Tentative Roadmap)
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2021-22 Starting period
Dissemination and collection of feedback from the global 
community -> Building a collaborative system with the Internet 
community -> Whitepaper 2.0 preparation
Sandbox environment such as prototype and sample code
Coordinating with business-based initiatives, and identifying 
the requirements.
(Organizing ideathons, hackathons, etc.）

2023-24 Creation of functions and services
Provision of various services with excellent UI / UX such as 
Identifier management function, consensus building function, 
etc. by venture companies
→Service deployment in human resources, PHR, contents, 
supply chain, etc. by utilizing these

2025- Implementation and dissemination in each field

2030- Internet-wide implementation
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Sompo Japan Insurance Co., Ltd. Director and Senior Managing Executive Officer

Yuichi Ohta DataSign Inc. Representative Director

Tatsuya Kurosaka Kuwadate Inc. Representative Director

Natsuhiko SakimuraTokyo Digital Ideas Co., Ltd. Chief Researcher

Seiko Shirasaka Professor, Graduate School of System Design and Management, Keio University

Haruo Takeda Corporate Chief Engineer, Hitachi Ltd.

Hiroshi Tsuda Head of Security Research Laboratory, Fujitsu Laboratories Ltd.

Yusuke Tomimoto Group Vice President, Strategy Planning Division, Toyota Financial Services Corporation

Koichi Hashida Professor, Graduate School of Information Science and Technology, The University of Tokyo

Takanori Fujita Project Lead, Healthcare Data Project, World Economic Forum Centre for the Forth Industrial Revolution Japan
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NTT Research Inc.
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Trusted Web Promotion Council – List of Members
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Taskforce on architecture, Trusted Web Promotion Council – List of Members
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